NudopmannonHas namMsiTKa /sl 00y4aromuxcst AJIsl pa3MelieHns Ha
o(puIHaATBHBIX HHTEPHET-pecypcax

C KaXIbIM T'OJIOM MOJIOJIC)KHA B MHTEPHETE CTAHOBUTCS OOJIBIIIE, a IITKOJILHUKH OJTHU
M3 CaMbIX aKTUBHBIX IOJIb30Baresner PyHera. Mexay TeM, TOMUMO OTPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECeT M MpoOJeMbl. DTa maMsITKa JOKHA
IIOMOYb TeOe 0€30aCHO HaXOAUTHLCS B CETH.

e KomnbroTepHbie BUPYChI

KoMIproTepHbIli  BUPYC - 3TO Pa3HOBUIAHOCTH KOMIBIOTEPHBIX TPOTPAMM,
OTJIMYUTEIHHOU OCOOEHHOCTHIO KOTOPOM SIBIISETCSI CITOCOOHOCTH K Pa3MHOKECHHUIO.
B nomosiHeHHE K 3TOMY, BUPYCHI MOTYT TOBPEIUTh WM TOJHOCTHIO YHUYTOXHUTH
Bce (pailyibl U JaHHBIE, TOKOHTPOJBHEIE TTOJIH30BATENI0, OT UMEHU KOTOPOTO ObLIa
3alylIieHa 3apa)XCHHAsl MPOrpaMMa, a TaKkKe MOBPEAUTh WIH JaXe YHUYTOXHTH
OTIEPAIIMOHHYIO CHCTEMY CO BceMHu (aiamMu B 1eJioM. B OONBIIMHCTBE ClTydaeB
PacTIpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MGTO)I]':»I 3alIUTBI OT BpCAOHOCHLIX ITPOrpaMM:

1. Mcnonp3yil COBpPEMEHHBIE OIEPAIMOHHBIE CHUCTEMBI, MUMEIOIIME CEPbE3HbIN
YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX ITPOrPaMM;

2. TlocrosHHO ycTaHaBnuBaili madtu (UUGpPOBBIE  3aIUIATKH, KOTOPHIE
ABTOMATUYECKU YCTAHABIMBAIOTCA C LIEJIbIO JOPAOOTKH MpOrpaMMbl) U ApYyTrue
0OHOBIIEHUS CBOEH OTeparimoHHOM cucTeMbl. CKaunBail MX TOJIBKO ¢ O(PUIIHATIBHOTO
caiita pazpaboturka OC. Ecnu cyiiecTByeT pesKuM aBTOMaTHYECKOr0 OOHOBJICHUS,
BKJIFOYH €r0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE TOJI TMpaBaMHh TOJB30BATENsA, a HE
aIMUHUCTpATOpPa. OTO HE TO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJJIUPOBATHCS] HA TBOEM NIEPCOHATBLHOM KOMIIBIOTEPE;

4. Hcnonb3yl  aHTUBHUPYCHbIE  MPOTpaMMHBIE  HPOAYKTHl  H3BECTHBIX
IPOU3BOAUTENIEH, C aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub (PU3NYECKUNA JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnmonp3yit BHETHUE HOCHTENW WH(OpMaIuu, Takue Kak (prernrka, JUCK WITH
¢aiin U3 UHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He otTkpbiBail KOMIIbIOTEpHBIE (Dailyibl, TOJyYEHHbIE U3 HEHAJACKHBIX
UCTOYHHUKOB. Jlaxke Te ¢ailiibl, KOTOpBIE MpUCIal TBOM 3HAKOMBIH. Jlyuiie yTouHu
y HETO0, OTIPABJISLI JIU OH TeOe UX.



e Cern WI-FI

Wi-Fi - 970 He BHJ epeiaun TaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIUIIb OPEeH/I, MapKa.
Eme B 1991 rony Hunepnanackas komnanus 3apeructpuponana openg "WECA",
yTO 0O03Havaso cioBocoueranue "Wireless Fidelity", koTopbrit mepeBoIUTCS Kak
"GecnpoBoOHAS TOYHOCTH".

Jlo Hailero BpeMeHH Jiolnuia Japyras a0OpeBuarypa, KoTopas SIBISETCS TaKOM ke
TexHoJsoruei. 1o abopeBuatypa "Wi-Fi". Takoe HazBaHue ObLIO TaHO C HAMEKOM
Ha CTaHJapT BhICIIEH 3ByKkoBoM TexHukH Hi-Fi, 4To B mepeBojie 03HayaeT "BhICOKas
TOYHOCTB".

Jla, OecnaTHBIA HMHTEPHET-IOCTYI B Kade, OTENsX U a’dpomopTax SBIAETCA
OTJIMYHOW BO3MOYKHOCTBIO BBIX0/1a B HHTepHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, UTO
obmenoctynubie Wi-Fi cetu He ABIAIOTCS 6€30TaCHBIMH.

CoBeTbl 10 0€30MacCHOCTH PA0OThI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro quuHyto uHbopmaluo dyepes odmeaoctymnasie Wi-Fi cetu.
PabGoTas B HHX, XenaTeqbHO HE BBOJIUTH MAPOJIA JTOCTYIA, JIOTUHBI M KAaKUE-TO
HOMEPA;

2. Ucrionb3yii 1 OOHOBJISI aHTUBUPYCHBIC TTPOrpaMMBbI B OparaMayep. Tem caMbiM
ThI 00e30macuIllb ce0s OT 3aKaYKHU BUPYCa Ha TBOE YCTPOIMCTBO;

3. Ilpu ucnonszoBanun Wi-Fi otkmoun gynkumio "OOumit goctyn k daiaam u
npuHTepam". JlanHas (QyHKIOMS 3aKphiTa O YMOJYAHHIO, OJHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIONIb30BaHUs B paboTe wim yuede;

4. He ucnonw3yii myOonmunbsii WI-FI muist mepenaun TMUHBIX TaHHBIX, HATPUMED TSI
BBIX0/1a B COLIMAJIbHBIE CETH WM B DJIEKTPOHHYIO MTOYTY;

5. Mcnionb3y TosibKO 3ammuiieHHoe coenunenue uepe3 HTTPS, ane HTTP, T.e. npu
Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B wmoOwibHOM Tenedone otkmoun ¢yHknuto "TloakmoueHne k  Wi-Fi
apTomatuuecku'". He momyckaid aBTOMAaTHYECKOTO MOAKIIOYEHHUSI yCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

e ConuajabHbIe CeTH

CoumanpHble CETH aKTUBHO BXOJIAT B HAIly XHW3Hb, MHOTHE JIIOJM pabOTalOT U
KUBYT TaM IOCTOsSIHHO, a B Facebook yxe 3apeructpupoBaH Muuidap]] 4eaoBeK,
YTO SIBIASETCS OJHOM CEAbMOM BCEX JKMTEJICH IUIaHeThl. MHOTHE II0JIb30BaTEIIM HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelIeHHass UMHU B COIMAIBHBIX CETAX, MOXKET



ObITh HailleHa M HCIOJb30BaHa KEM YrOJHO, B TOM 4YHCJIe HE 0053aTelabHO C
0JIaruMU HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH B COIIMaJIbHBIX CCTAX:

1. Orpannup cnuMcok Apy3eil. Y Tebs B Apy3bsAX HE JOJDKHO OBITh CIy4YalWHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amminan cBOIO 4acTHYIO *u3Hb. He yka3biBail maposu, TenedoHsl, aapeca, 1aTy
TBOETO POXICHHS W APYTyI0 JUYHYI0 HHQOpPMAIHIO. 3IO0YMBIIICHHUKA MOTYT
UCIIOJIB30BaTh Jlake MH(POPMALIMIO O TOM, KaK Thl U TBOM POJIUTENH IUIAHUPYETE
IPOBECTH KAHUKYJIBL;

3. 3amuiait CBOr0 peryTaIuio - IEPKU €€ B YUCTOTE U 3a71aBaii ceOe BOIPOC: XOTel
OBl ThI, YTOOBI JPYTrHE MOJB30BATENM BUJIEIH, YTO Thl 3arpyxaemb? [lomymai,
IpeXke YeM UYTO-TO OIMyOIMKOBaTh, HATUCATh U 3arPY3UTh;

4. Ecnu Tl TOBOPUIIB C JIFOJIBMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEAIbHOE
UM U JIPYTYIO JIMYHYI0 UH(GOPMALMKU: UMs, MECTO >KUTEIbCTBA, MECTO yueObl U
npoyee;

5. Hzberaii pasmemienust ¢ororpaduii B MHTepHere, rae Tl H300pakeH Ha
MECTHOCTH, IT0 KOTOPOH MOKHO OIPECIIMTH TBOE MECTOIOJIOKCHHE;

6. Ilpu perucrtparnu B COIMAILHON CETH HEOOXOIMMO HCMOJIb30BAaTh CJIOKHBIC
TIapOoJIU, COCTOSIIHME 13 OYKB U UG U C KOJUISCTBOM 3HAKOB HE MEHEE §;

7. Ons comumanbHOW CETH, MOYTHI U JIPYTUX CAWTOB HEOOXOAMMO HCIIOJIH30BATh
pasHble napoiin. Tornaa eciu Te0s B3IIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOJTy4YaT JOCTYI
TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

e DJIeKTPOHHBbIE IEHbI'H

DONEeKTpOHHBIE JCHBIM - O3TO OYEeHb YIOOHBINM CIMOCO0 TUIaTeXel, OJIHAKO
CYHIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJIYUYUTh ITU JICHBIH.

DJIEKTPOHHBIE JEHBIW TMOSBUIMCH COBCEM HEJABHO W MMEHHO H3-3a 3TOrO BO
MHOTHUX FOCYyAapCTBax J10 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHUPYIOT M O HHUX YK€ MPOIUCAHO B 3aKOHE, TJC HUX
pa3nensioT Ha HECKOJIbKO BHUIOB - aHOHUMHBIE ¥ HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO aHOHUMHBIC - 3TO T€, B KOTOPBIX pa3pemiacTcs IMPOBOJIUTH OIepanuu 0e3
UJCHTU(DUKAIIY TTOJIB30BATENSI, @ B HCAHOHUMHBIX WICHTU(UKAIIUS TTOJIH30BATENSA
SIBIISIETCS 00A3aTEJILHOM.

Taxke crmeayer  pas3nuyarh — DJNEKTPOHHbIE — (QuaTHbIE  JCHBIU  (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U D3JIEKTPOHHBbIE He(dUATHBIC JACHBIM (HE pPaBHBI
rOCyJIapCTBEHHBIM BAIOTaM).



OCHOBHBIE COBETHI 110 O€30MACHON pabOTE C ANEKTPOHHBIMU JEHbrAMU:

1. TlpuBsku K cueTy MOOWIIBHBIM TenedoH. DTO camblii yIOOHBIA M OBICTPHIN
croco0 BOCCTAHOBUTH JOCTYI K cuery. lIpuBs3anHblidi TenedoH MOMOXKET, €Ciu
3a0yjenib CBOM TIUIATEXKHBIM TApOidh WM 3aliJlelllb HAa CalWT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Micrionp3yii omHOpa3oBkie mapoiu. [Tocie mepexona Ha yCHIICHHYIO aBTOPH3AITHIO
TeOe yke He OyIeT yrpokarb OINACHOCTh KPaKW WIIM IepexBaTa IUIATEKHOTO
TIapoJIs;

3. BoiOepu cnoxHbIi nmapois. [IpectynHukam OyneT He MPOCTO yraaaTh CIOKHbBIN
napoiib. HajexxHbie mapoiau - 3T0 Napoiid, KOTOPBIE COJIEpkKaT HE MEHEee 8§ 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOYHBIC U MPOMUCHBIE OYKBBI, TU(PPHI U HECKOJIBKO CUMBOJIOB,
Takhe Kak 3HaK jojuiapa, (yHTa, BOCKJIMIIATENbHBIA 3HaK W T.N. Hampumep,

$tRONng!;;
4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAWTAaX, KOTOPBIM HE JIOBEPSIELIb.
e JJIeKTPOHHAs MOYTA

DJIEKTPOHHAsI MOYTa - 3TO TEXHOJOTHUSI U TPEAOCTABISIEMBIE €0 YCIYrH IO
MIEPECHUIKE U MOJYYCHHUIO IJICKTPOHHBIX COOOIIEHHM, KOTOPBIE paclpe/IesatoTcs B
KOMITBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIUK BBITJISAINAT
CICAYIOITUM 00pa3oM: UMS_TI0JIb30BaTeII(@UMs_JIoMeHa. Takke KpoMe mnepenadn
IIPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTh NIepeiaBaTh (haibl.

OCHOBHBIE COBETHI 1O O€30MACHON pabOTe € ANEKTPOHHOM MOUTOM:

1. Hago BBIOpaTh MpaBWIIBHBIA MOYTOBBIA CEPBUC. B MHTEpHETE €CTh OrPOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIyYINE JIOBEPSATH TEM, KOTO
3HAelb U KTO MEPBbIA B PEUTUHTE;

2. He yxaspiBall B JMYHOW MouTe JWYHYIO HHpopmamuio. Hampumep, myuiie
BBIOpaTh "My3bIKabHBINA (paHaT@" niau "pok2013" BmecTo "temal3";

3. Mcnonb3yid ABYXATAlHYI0 aBTOPU3ALUIO0. DTO KOrJa MOMUMO MapoJisi HYKHO
BBOJUTH KOJ, MPHUCHLIaeMblii o SMS;

4. BeiOepu CIIOXKHBIN Mapoab. s KaKI0ro MOYTOBOTO SIIHUKA JIOHKEH OBITh CBOM
HaJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXKHOCTB HAIIMCATh CAaMOMY CBOM JIMYHBINM BOIIPOC, UCIIOIB3YH OTY
BO3MOXHOCTB;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBbIil /1711 YaCTHOM NMEPENUCKU C
azgpecaTaMy, KOTOPBIM Thl JIOBEpSACIIb. OJTO JJIEKTPOHHBIM aapec HE Hauo
UCIOJIb30BaTh MPU PETUCTpALlUU Ha (popyMax U caifTax;



7. He oTkphIBaii aiiiasl U IpyTye BIOKEHUS B TUChMaX, JaXKe €CIIU OHU TPHIILIH OT
TBOUX Jpy3el. JIydlie yTOuHU y HUX, OTIPABIISUIM JIU OHU TeOe ATH (ailiibl;

8. [locne okoH4YaHUs1 pabOTHI HA TTOYTOBOM CEpPBUCE TEpes] 3aKPHITUEM BKIIAJIKH C
caiiToM He 3a0y1b HakaTh Ha "BeriTu".

e KulepOy/UIHHT MM BUPTYaJIbHOE U31€BATEIbCTBO

KubepOymnuHr - mpecienoBaHUe COOOIICHUSIMH, COISPKAIMMHU OCKOpPOJIEHHUS,
arpeccuro, 3alyruBaHue; XyJIUTaHCTBO; COITMAIbHOE OOHKOTHPOBAHKE C TTOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI IO 00PHOE ¢ KHOESPOYIUTHHTOM:

1. He 6pocaiics B 60ii. JIyumuii crioco0: MocoOBETOBAThCSA KaK ce0sl BECTU U, €CIIH
HET TOT0, K KOMY MOXHO OOPaTUTHCS, TO BHAYAJIC YCIOKOUTHCS. ECIT ThI HaUHEITh
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHHUSI, TO TOJIHKO €Il OOJbIIe Pa30KKEIlb
KOH(JTUKT;

2. YmpaBinsii cBoeil KubeppemnyTaiuei;

3. AHOHUMHOCTH B ceTH MHHMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOHUT 3a
QHOHUMHBIM aKKayHTOM,;

4. He ctouT BecTH XyJIMraHCKU 00pa3 BUpTyanbHOU ku3HU. IHTEpHET hukcupyer
BCE TBOM JICCTBUS U COXPAHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTPyAHUTENIbHO;

5. Cobnronait CBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyit enqunnynblii HeratuB. OHOPa30BbIe OCKOPOUTEIbHBIE COOOIICHUS
Jydiiie urHopupoBaTh. OOBIYHO arpeccusi MpeKpaliaeTcss Ha Ha4yaabHOM CTauu;

7. ban arpeccopa. B mporpammax oOMEHa MTHOBEHHBIMU COOOIICHHSIMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXXHOCTb OJIOKUPOBKM OTIIPABKH COOOIICHUH C
ONpeEICHHBIX aJPECOB;

8. Ecimu Thl cBugerenb KuOepOyJuiMHra. TBOM AEHCTBUSA: BBICTYHUTh IPOTHUB
peciieloBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLICHMBAIOTCS HETaTUBHO,
NoJAJiepKaTh KEPTBY, KOTOPOM HY)KHA IMCHUXOJOTMYECKas MOMOIIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOIO MOBEACHUS B CETH.

e MoOuabHbIii TesieoH

CoBpemenHble cMapT(OHBI M IUIAHIIETHl COJIEp)KAT B ceOe BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMeph OHU MOTYT KOHKYPHUPOBaTh CO CTAllMOHAPHBIMH
KoMItbloTepamu. OJTHAKO, CPEICTB 3AIMMUTHI ISl MOJIOOHBIX YCTPOUCTB MOKA OYCHb
Masio. TecTupoBaHue 1 TOUCK YSI3BUMOCTEM B HUX MPOUCXOIUT HE TAK UHTEHCUBHO,
kak ju1s [1K, To e camoe kacaeTcss 1 MOOUITBHBIX TTPHIIOKESHUM.



CoBpeMeHHbIE MOOHWJIBHBIE Opay3ephbl yKe MPaKTUYECKH JOTHAJIM HACTOJIbHBIC
aHaJoOrd, OJHAKO pacuupeHre (yHKIMOHANa BieYeT 3a co0oil OoJbIIyIO
CJIO’KHOCTh M MEHBIIYIO 3aIUIIIEHHOCTD.

H&HGKO HC BCC IIPOU3BOIAHTCIN BBIITYCKAIOT 06HOBJ’I€HI/I$I, 3aKPbIBAIOIIHUC
KPUTUYICCKUC YA3BUMOCTHU OJISI CBOUX YCTPOfICTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBHOTO TesiedoHa:

Huyero He siBnsieTcst mo-HacrosiuieMy OecriaTHbIM. Byap ocTopoXkeH, BeAb Koraa
TeOe MpejuiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hymaii, npexnae yem otnpaBuTe SMS, ¢poTo mim Buieo. Thl TOYHO 3HAEWIb, IJ1€ OHU
OyIyT B KOHEUHOM UTOrE?

Heo6xoammo 0GHOBIISITH ONepaliOHHYI0 CUCTEMY TBOETO cMapT(]oHa;
Wcnons3yit aHTUBUPYCHBIE TPOrPAMMBI JUJIsI MOOUJIBHBIX TEIE(POHOB;

He 3arpyxaili npuiioxkeHus OT HEU3BECTHOTO MCTOYHMUKA, BEAb OHHU MOTYT
coJiepKaTh BPEJOHOCHOE MPOrpaMMHOE 00ECIIEYCHHE;

[Tocne Toro Kak ThI BBIMACIIB C CaifTa, T/I€ BBOAWI JHYHYIO0 HH(OPMAIIHIO, 32l B
HacTpoiku Opaysepa U yaainu cookies;

[leppoguuecku nNpoBEpsii, KAaKUE IUIATHBIE YCIYTH AKTUBHPOBAHBI HAa TBOEM
HOMEDE;

JaBaii cBOil HOMEp MOOMIILHOTO TenedoHa TOIBKO JIOJSM, KOTOPBIX Thl 3HACIIb U
KOMY JOBEpsICIIb;

Bluetooth momken ObITH BBIKIIIOUEH, KOTJAa Thl UM HE MOJb3yenibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

e Online urpni

CoBpeMEHHBIE OHJIAMH-UTPBI - 3TO KPacOYHBIE, 3aXBaThIBAIOIIME pPa3BJICUYECHUS,
00BEIUHSIONINE COTHU THICSY YEJIOBEK 10 BceMy MUpPY. ITpOKU MCCIenyIoT TaHHbBIN
UM MU, OOLIAIOTCA APYT C IPYTOM, BBITIOJIHSIOT 3aJJaHusl, CPAXKaIOTCsl C MOHCTpaMU
U MOJyYaroT OMbIT. 32 YJIOBOJbCTBHE OHU IUIATST: MOKYMAIOT JAUCK, OIJIAYUBAIOT
a0OHEMEHT WJIM TPUOOPETAIOT KaKhe-TO OMIIUH.

Bce sty cpenctBa uayT Ha MOJJIEpKAHUE M PA3BUTHUE UIPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBbI aBTOPHU3AIINH, BBITYCKAIOTCS HOBBIC
naT4yu (LUQPpPOBbIE 3aIJIATKU JUIsl IPOTPAMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mono0HBIX Wrpax CTOUT omacaTbCsi HE CTOJBKO CBOUX COINEPHHUKOB, CKOJBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIUU OOIBITMHCTBA
urp.



OCHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnmu napyroil urpok BemeT ceOs IUIOXO WMIM CO3J1aeT TeOe HENPHSATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiica agMUHUCTPATOpaM WIPbl HA IUIOXOE IMOBEACHHE 3TOr0 HWIPOKa,
KeEIaTEIbHO NIPUIOKUTh KaKHE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii inunyt0 nHbOpMaIKO B Ipodaiisie urphl;
4. YBaxail Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBiuBaii HeopuiManbHbIE TATYM U MO/IbI;

6. Mcronb3yil C10KHBIE U Pa3HbIE APOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpPYC. [IoKa ThI urpaems, TBOK
KOMITBIOTEP MOT'YT 3apa3uTh.

o (MUIIMHI WIH Kpaika JIHIHbIX JaHHbIX

OObI4HOM Kpakel JEHET W JOKYMEHTOB CEroJlHs y)K€ HUKOTO HE YJIWBHIIb, HO C
Pa3BUTUEM MHTEPHET-TEXHOJIOTUM 37I0YMBIIIJIEHHUKN NEPEMECTUIIUCH B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS " TFOOUMBIM" JIETIOM.

Tak mosiBUiIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIIMHT, TJIaBHAs
1€ KOTOPOT'O COCTOUT B TIOJTYYCHUH KOH(PHICHIIMATBHBIX JaHHBIX TOJb30BaTeNIeH
- JTOTWHOB M Taposeit. Ha anrnuiickom si3pike phishing unraercs kak ¢umuHr (OT
fishing - pe16Has moBst, password - mapoJn).

OcHOBHBIE COBETHI IO 00PHOE ¢ (HUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaelib, 4YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBAaTh €€ M COOOHIMTH AAMUHHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Wcnonp3yit Oe3omacHble BEO-CAaliThl, B TOM YHCIIC, WHTCPHET-MAara3uHOB H
ITOMCKOBBIX CHCTEM,

3. Wcnonw3yi CIOXKHBIE U pa3Hble Mapoau. TakuM oOpa3oM, eciiu TeOsi B3JIOMAIOT,
TO 3JI0YMBIIIIEHHUKH MOTyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPODUITIO B CETH,
a HE KO BCEM;

4. Ecnu Te0s B31OMalM, TO HEOOXOAMMO IPEAyNpPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J00aBJIEHbI Y T€OS B IPY3bsX, O TOM, YTO T€OS B3JIOMAJIU U, BO3MOXKHO, OT
TBOEr0 UMEHHU OyJI€T PacChUIaThCs CIIaM U CChUIKM Ha (PUILIMHTOBBIE CAUTHI;

5. YcranoBu HaaexHbli napoib (PIN) Ha MoOWIIBHBIN TENne(oH;

6. OTKJII0YM COXpaHEHUE Mmapoisi B Opaysepe;



7. He oTkpbIBaii (haiiiisl U Ipyrye BIOKEHUS B TUChMAX, AXKe €CITU OHU TPHIILITH OT
TBOUX Jpy3el. JIyulie yTOuHU y HUX, OTIIPABIISUIH JIU OHU Te0e ATH (hailsibl.

e Iludposas penyrauus

[udpoas pemyTanms - 3TO HEraTWBHASI WJIM MMO3WTHUBHAS WH(OpPMALUA B CETH O
tebe. Komnpomerupyromas uHpopmanusi, pa3MelIeHHAass B HHTEPHETE, MOXKET
CepbEe3HbIM 00pa3oM OTpa3uThbCid Ha TBoeW peanbHOM xu3HU. "lludposas
penyTarus" - 5T0 TBOW UMUK, KOTOPhIN Gopmupyercs u3 nundopmaiuu o Tede B
UHTEpPHETE.

TBOe MeCTO KHUTENbCTBA, y4eObl, TBOE (MHAHCOBOE MOJOKEHHE, OCOOCHHOCTH
XapakTepa M paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCA B CETH.

MHorue moApPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJMKAlM{d JIMYHOM
uHdopmaiuu B MHTEepHETE, HE MOHKUMAsT BO3MOXKHBIX MociencTBuil. Thl naxe He
CMOXKEIIb JI0TagaThCcsi O TOM, 4TO Gororpadusi, pa3MelleHHas 5 JeT Ha3ajl, cTaia
OPUYMHON OTKa3a MPUHATH T€0s Ha padoTy.

KommenTapuu, pasmenienve TBoux (ortorpaduil U Apyrue AEHCTBUS MOTYT HE
MCYE3HYTh JIaXe MOCIJIE TOT0, KaK Thl UX YAAINAILIb. Thl HE 3HACIb, KTO COXPAHUII 3TY
uH(popmaIuio, nomana Jd OHa B MOUCKOBBIE CUCTEMbI U COXpaHWIACh JU OHA, a
[JIABHOE: YTO MOAYMAIOT O TeO€ OKPY’KAIOIIHE JIFOAH, KOTOPhIE HAMAYT U YBUIAT
sT0. Hailtu uHbopMalrio MHOTO JET CIYCTs CMOXKET J00# - Kak U3 J0OpbIX
noOy>XJIeH!H, TaK U C HAMEPEHUEM IPUUYUHUTH BPEJl. ITO MOXKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI IO 3aIUTE U(PPOBON PEIyTaILIUU:

1. IToxymaii, mpexe 4eM 4To-TO MyOJIMKOBATh U IiepeaaBaTh y ce0s B O6J10Te WM B
COLIMAILHOM CETH;

2. B nactpoiikax npoduiisi yCTaHOBU OIpaHUYEHUS HA POCMOTP TBOETO MPOPuIIs u
€ro COJIEPKUMOTO0, CIIeTall ero TobKo "miis npy3en”;

3. He pasmMemiaii u He ykaspiBail MH(OpMAIMIO, KOTOpas MOXET KOro-jiubo
OCKOPOJIATH WJIH OOVKATh.

e ABTOpCKOE MPaBo

CoBpeMeHHBIE MIKOJBHHUKU - aKTUBHBIC T0JI30BaTEIN MH(GPOBOTO IMPOCTPAHCTBA.
OnHako Jajleko HE BCE 3HAIOT, 4YTO II0Jb30BAaHME MHOTMMH BO3MOKHOCTSIMU
mudpoBoro mupa TpeOyeT COONMIOIEHWS TpaB Ha  HMHTEIUICKTYaIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTYalIbHASI COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHas C HOBBIX M300pPETEHHM M 3HAKOB, 00O03HAYAIOIIMX
CcOOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaH4YMBas KHUTamu, (otorpadusMu,
KHHO(DHIIEMaM¥ ¥ My3bIKQTBHBIMU TTPOU3BEICHUSIMU.



ABTOpCKHME T@paBa - 3TO IIpaBa Ha HWHTEIUIEKTYaJbHYI0 COOCTBEHHOCTH Ha
POU3BEACHUS HAYKH, JINTEPATYPbl U UCKyCCTBA. ABTOPCKHE IIPaBa BBICTYIIAIOT B
KayecTBe TapaHTUU TOTO, YTO WHTEIICKTYaJbHBIM/TBOPUECKHI TPYyI aBTOpa HE
OyJeT HampacHbIM, JacT €My CIIpaBeAJIMBbIE BO3MOXHOCTM 3apaloTaTh Ha
pe3ysibTaTax CBOEro TpyZa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukro 0Oe3
paspelleHuss aBTOpa HE  MOXET  BOCIPOU3BOAUTL €r0  IIPOU3BEICHMUE,
paclpoCTpaHsATh, MyOJIUYHO JEMOHCTPHPOBATh, MPOJABaTh, HMIIOPTHPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO MCIIOJIHATH, [MOKA3bIBATH/UCIOIHATE B AQUpPE WU
pasMmewars B MHTepHere.

Hcnonb3oBanue "MUpaTCKOro" MpOrpaMMHOTO OOECTICUEHHUS] MOKET MPHUBECTH K
MHOTUM pPHUCKaM: OT IOTEPH JIAHHBIX K TBOMM aKKayHTaM JI0 OJOKMPOBKH TBOETO
YCTPOMCTBA, IJI€ YCTaHOBJIEHA HeJlerajapHas nporpamma. He ctout takxe 3a0bIBaTh,
YTO CYILIECTBYIOT JIETalIbHbIE U OECIIaTHbIE IPOIPaMMBbl, KOTOPbIE MOYXHO HAlTHU B
CETH.

e O nopraJe

CereBu4oKk.p - TBOM TJIAaBHBIH COBETYMK B CETH. 3/1€Ch Thl MOXKEIIh y3HATh O
0€30MacCHOCTH B CETH IMOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyalluu OOpaTUTHCS 3a COBETOM. A TakXe MPUHSITh y4acTHUE B
KOHKYpCaX M CTaTh CaMbIM ITU(POBBIM I'PAKIAHUHOM!



